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BREACHED SUBDOMAIN SECURITY REPORT

CRITICAL SECURITY ALERT

This report contains a comprehensive analysis of compromised subdomain associated with nare.com . Our security
assessment has identified 26 potentially compromised subdomains that require immediate attention. Each entry
represents a security risk that could lead to unauthorized access to your systems.

26 10 2025-08-20

Total Breached Subdomains Records in Report Last Scan Date

CONFIDENTIAL INFORMATION

This document contains sensitive security information. Distribute only to authorized personnel and handle according to your
organization's data security policies.

Compromised Credentials Details

SN Last Breached At Subdomain Breach Count Severity
1 Jul 19, 2025 blogs.nare.com 190
2 Aug 01, 2025 portal.nare.com 230
3 Jun 15, 2025 secure.nare.com 175
4 May 21, 2025 accounts.nare.com 120 -

5 Jul 05, 2025 login.nare.com 98 -
6 Apr 18, 2025 dashboard.nare.com 80 -
7 Jun 22, 2025 services.nare.com 65 MEDIUM
8 Mar 30, 2025 data.nare.com 40 MEDIUM
9 May 11, 2025 support.nare.com 25 LOW
10 Feb 14, 2025 help.nare.com 15 LOW
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SECURITY RECOMMENDATIONS

Immediate Actions Required

CRITICAL - Immediate Action (0-24 hours)

* Force password reset for all compromised accounts

» Enable multi-factor authentication (MFA) on all accounts

» Review and revoke any active sessions for compromised accounts
» Monitor for suspicious login attempts

HIGH PRIORITY - Short Term (1-7 days)

» Implement password complexity requirements
* Deploy password breach monitoring

» Conduct security awareness training

» Review access controls and permissions

MEDIUM PRIORITY - Long Term (1-4 weeks)

» Implement single sign-on (SSO) solution

* Regular security audits and penetration testing
» Establish incident response procedures

* Create data breach response plan

Technical Recommendations

Password Security Best Practices

e Minimum 12 characters with complexity requirements
» Unique passwords for each account

* Regular password rotation (90-180 days)

e Use of enterprise password managers

« Implementation of breach detection systems

Compliance Considerations

Ensure all remediation activities comply with relevant regulations such as GDPR, CCPA, HIPAA, or industry-specific standards.
Document all actions taken for audit purposes.

Copyright © 2025 Vigile Al, Inc.

1600 Bryant St #411447 San Francisco | CA 94141 | support@Uvigile.ai Page 2 of 2





